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1
Decision/action requested

It is requested to approve a new solution in TR 33.737
2
References

3
Rationale
The current AKMA architecture does not consider roaming as discussed in KI#1. This solution proposes a solution to this key issue in which K_AKMA is derived from K_SEAF instead of K_AUSF when the UE is roaming. This reduces the amount of interactions between HPLMN and VPLMN and also ensures that the VPLMN always has all AKMA keys required for LI.
4
Detailed proposal
****Start of Change 1****

6.X
Solution #x: Support of AKMA roaming with K_SEAF

6.X.1
Introduction

This solution addresses the KI #1. 

The proposed solution supports AKMA roaming by using K_SEAF to derive K_AKMA when the UE connects through the VPLMN. By doing this, the VPLMN does not require any further interactions with the HPLMN to provide AKMA services when the AF is in or connects to the VPLMN. Similarly, the HPLMN can also generate the same AKMA keys derived from K_SEAF since the AUSF has K_AUSF. 
The proposed solution facilitates LI when UE is in the VPLMN since the VPLMN has all required AKMA keys independently of the location of the AF. In case that the AF is in/connects to the HPLMN and the Ua* protocol involves additional keys, this solution includes interactions to let the VPLMN request / HPLMN deliver those additional keys.

6.X.2
Solution details
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Figure 6.X.2.1: AKMA Roaming solution 
Step 1 is as defined in TS 33.501[4] clause 6.1.3 and TS 33.535[2] Clause 6.1.

Step 2 is as defined in TS 33.535[2] Clause 6.1 with the exceptions that the UE roaming in the VPLMN computes: 

· KvAKMA as in TS 33.535[2] Annex A.2 using KSEAF instead of KAUSF.

· A-vKID is as A-KID in TS 33.535[2] Clause 6.1 with the exception that the realm part of the A-vKID shall include Serving Network Identifier and A-vTID is used.

· A-vTID is as the A-TID in TS 33.535[2] Clause 6.1 with the exception that it shall be derived as specified in Annex A.3 using KSEAF instead of KAUSF. 
Step 3 is as defined in TS 33.535[2] Clause 6.1 having the SEAF in the VPLMN to compute KvAKMA, A-vKID, and A-vTID with the same exceptions as in Step 2 and providing parameters to the vAAnF.

Step 4 is as defined in TS 33.535[2] Clause 6.1 having the AUSF in the HPLMN to compute KvAKMA, A-vKID, and A-vTID with the same exceptions as in Step 2 and providing parameters to the hAAnF.

In Step 5 the UE requests an application session establishment request with A-vKID towards the vAF. 
In Step 6 the vAF shall discover the vAAnF and shall send the Naanf_AKMA_ApplicationKey_Get response with A-vKID and AF_ID to the vAAnF. The vAAnF derives then the AF key from K_vAKMA.

In Step 7 the vAAnF shall respond with Naanf_AKMA_ApplicationKey_Get response containing Registered SN ID.

NOTE: The VPLMN has all AKMA keys to support LI when the AF is in the VPLMN.

Steps 9-12 are as Steps 5-8, with the difference that the AF is in the hPLMN. 

NOTE: The VPLMN has all AKMA keys to support LI when the AF is in the HPLMN.

In Steps 13 and 14, the AMF/SEAF in the VPLMN might – if required – request other security information for LI purposes to the vAF and/or hAF, e.g., Ua* protocol, security algorithms, etc. This request might be done to a local vAF or to the hAF. 

In Steps 15 and 16, the vAF and/or hAF deliver any additional security information for LI purposes when available or requested.
6.X.2
Solution evaluation
Editor’s Note: How backward compatibility is addressed is FFS.

TBD
****End of Change1****
